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INTRODUCTION



Introduction

e High speed packet forwarding is an important research
Issue for the new network architecture: Named Data
Networking (NDN)

e NDN is different from IPv4 in terms of

/e Hierarchical human readable names like URL I
e A huge number of name prefixes is not recorded at SRAM
devices
e Request-response style communications require routers to record
_ states called Pending Interest Table (PIT) entries )

e In-network caching Is supported by routers

e Toward 100 Gbps and 10 Tbps NDN packet forwarding
e Survey of the studies
e Achievements at Hasegawa Lab., Osaka University
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NAMED DATA NETWORKING



Named Data Networking (NDN) [

...............................................................................................................................................................................................................

e Name-based Routing/Forwarding
e Content name rather than the host address
e Network Name = Application Name
e Each chunk (packet) has a name

e Hierarchical human-readable names like URL
e /jp/ac/osaka-u/ist/www-hasegawa

\ E-mail WWW VolP Brower Chat /
\ SMTP HTTP / \ File Stream /
\ TCP UDP Security
IP Content
Ethernet PPP Strategy

/ CSMA SONET DSL \ / IP UDP P2P \

/ Copper Fiber Radio \ / Copper Fiber Radio \
IP NDN/CCN




Interest/Data Packet Forwarding

name
Interest packet ] NDN Router _
/NDN/sports/video /- N\ —> | /NDN/sports/videol
A huge number of
entries FIB [| PIT | Record flow states to support

)

equest-response style

Data packet In-network caching i$ CS Communications
orted
/CCN/sports/wdggl | | — [N ~ <—| /CCN/sports/videol
NDN Router
r—\ L Data /a
face PIT ace
Interest /a name:/a
#1 face: #1
S Producer

Consumer




NDN vs IP Packet Forwarding

/e Huge number of name prefixes/names LPI\/I\

e Name prefixes : 2.1*10% >> IP prefixes: 7*10°

e Variable size names/name prefixes

e NDN: Average component length and number, 28 bytes [2]
e Average component length: 7 bytes
e Average component number: 4

\ e |P: 32 bits/128 bits, fixed length /

/® Stateful forwarding: _ T\

o Flow states should be maintained to smioWM state: Integrity
style communication (Interest and Data padkeja)(] balancing

e Huge number of flows’ states. More than 10° PIT entries at the
core router [“]

\ | | /




Reality Check [°]

...............................................................................................................................................................................................................

e A large FIB is not stored at fast memory devices like SRAM devices

e 10 Tbps and 100 Gbps are feasible targets of forwarding speeds for
hardware and software NDN routers, respectively

15M packet/s * 1K bytes = 120 Gbps
1G packet/s * 1K bytes = 8 T bps

Objective FIB PIT CS
E 20M prefixes On-Chip SAM (200M RLDRAM (70M DRAM(6G byte)
d 15M packet/s bits) bits) Index table
g (Interest) Bloom Filter Off-Chip Hash table  SSD (1T bytes)
e 0.417Mpacket/s (140M bytes) Packet store
(Data Caching) Hash table
C 250M prefixes On-Chip SRAM (4G SRAM(266M RLDRAM(266M
o 1G packet/s bits) bits) bits):
r (Interest) Bloom Filter Off-Chip Hash table Index table
e 120Mpacket/s (1.5G bytes) at each line DRAM (10G
(Data Caching) Hash table card bytes)

Cited from [5]
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TOWARD 100 GBPS
FORWARDING: SOFTWARE
NDN ROUTERS



Software Router :Toward 100 Gbps forwarding

e Goal: 100 Gbhps packet forwarding at commodity PC
servers with network interface cards (NICs)[2.6-11]

e System model:
e PC Server: multi-core CPU device and NIC with DPDK

e Design rational
e EXxploits parallelism of multiple CPU cores

e DPDK eliminates ookt | ) f:ipi)l:zfe:jzeiacket .\
context switches = Ring Inerconnect
e NIC's Receive Side LI
Scaling (RSS) so that Core
packets are equally
dispatched to cores — Core
T
=== Data ====- ) mry Controller
1 it Il P! ili '\‘ ~~3 ) Run NDN Protocol
1) \__ 4x DRAM Channels )




Approaches to LPM and Load Balancingl !

e Hash table-based FIB is selected to compensate for late
DRAM access latency
e The whole FIB cannot be recorded at high speed memory
devices like SRAM
e Sharding according to font end cachel!?l to mitigate load
Imbalance due to heavy hitters

e Sharding should be used: Interest/Data packets of the same
name should be handled by the same CPU core in order to avoid
using mutual exclusion of the same PIT entry

e Even if sharding is used, packets are unequally assigned CPU
cores due to heavy hitters

NIC CPU Memory

| Bl Core #1 CS#1
PIT

P Core #2 CS#2
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LPM (Longest Prefix Matching) :Hash Table-

based FIB [2.6]

...............................................................................................................................................................................................................

bucket (Bc)

2 .fetch
e Hash tables bucket (Bf
e Chained hash table /N /N
name hash h

h

e Hash table Iookup 4 fetch entry if found (Ef)

e 1) Fetching a hash
bucket by using
a hash value of a key

5.check entry (Ec)

o

A

hash bucket

has

h

name

hash entry

e 2) Searching a pointer to a hash entry by traversing the bucket
e 3) Fetching the hash entry if the bucket has a pointer to the

entry

e LPM: Hash table lookup is repeatedly by the match

e name /a/b/c/d
hash(/a/b/c/d)
hash(/a/b/c)
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LPM: Bloom Filter, Trie-base

...............................................................................................................................................................................................................

e Bloom filter-based FIBL7:8l

e 15t Decide the matched prefix length using the bloom filter
e 2" :Exact of matching of name with the decided length using the
hash table = similar to exact matching of the hash table

e Trie FIB

e Binary Patricia tree is the most compact among
bit, character and component-based trie [°]

e Tree search 12 Ja/b
/a/c /b
N
/b/ \/c

Component-based Patricia
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Dependent DRAM accesses for LPM L6}

...............................................................................................................................................................................................................

e Assumption: Some part of FIB is recorded at DRAM, and
thus hiding DRAM accesses by prereftch is important

e Dependent DRAM accesses number (defined by [6])
e Dependent data pieces should be fetched in sequence from

DRM Two data pieces are dependent
Access latency of fetching the dependent
piece cannot be hidden by prefetch

e Dependent accesses should be as small as possible to hide
DRAM access latency
e LPM at hash-table FIB requires the smallest dependent
DRAM access number:
e Hash table-based FIB[2:6] : 2 <: We choose hash table-based FIB
e Bloom filter-based FIBL1 : 2
e Trie FIBLE] . 7 (average)




Naive Packet Processing : Waiting time due to
hash bucket and entry fetches

e Waiting time to fetch hash buckets and hash entries
must be hidden

Interest Packet, Exact matching of name prefix

\
( |

OO O E O o B 6

Bt ] [ShBd Gket (B RAGRNIA R [Er [FSRIAR (Ec) RASRIgS
Qgﬁwhputation gr%cessing E)rlgcessing E}gcessing

C:199, C:295,M:440 C:811,M:89

: : M:110 Miss| By: Insert Bs: Look up
C:461,M:179 J%FWH» B

B, Compute Hashes|. | B3: Look up
Interest |22 3
of Prefixes—I ] CS—"\ C:176,M:131 :63,M:10
C:110,M:81 \| B, Create VB, Send
B,: Recel HItl Data Packet 7| Pa e
Decode Packet
C:146,M:41 C:73,M:292 C:275,M:392
B,: Compute _ | Bg: Delete <|Bg: Insert Data
Data| ash of Name “| PIT Entry “l intoCS

C : CPU Cycles [cycles], M : DRAM Access [bytes]
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Hiding DRAM Access Latency with Prefetch

e Issue: Unhidden data fetches in the naive processing
e There is no time between computations of addresses to data to
be fetched and its uses
e Design guidelines of packet processing
e Early computations of addresses to data to be fetched

e Put some computations irrelevant to the fetched data between
the address computation and uses of the fetched data
No time

[ Irrelevant J[ Address J@unhidden Computation}

compt{tation comp’utation ----------- >-\with the data
~ ,I
\x\(’ prefetch Data fetch
. 7 So
Early computation .~ \}\ Place computations

y5
of address [ Address J [ Irrelevant J Computation}
computation computation | Jwith the data

orefetch \,(>) hidden
Data fetch




1) Pre-Hash Computation

e Reordering hash computations of consecutive 2 packets
e Compute hashes for the packet 1 and 2 in advance
e Addresses to Cbl and Cb2 are early computed

e Put computations irrelevant to hash buckets of CS just

after hash computations
e Cbl: hidden by hash computation of packet 2
e Cb2: hidden by computations of packet 1

:sz][csz][P pz][P |Tz}[Fp2:

[ash,) - Cp)CS Po)PT)ER) ~FE)
L 1C0y ) N Fel— Cb,
. [Pby VN e Pb,
N Fb,
Y &N N
[Hash,J(Hash,)(Cpj[cs P JPIT)Fp)-—>FB)  (cp)cs)Pp)PIT.)(Fe,
hidden |Cb,|  |Cb,| hidden Fe,
@ [pPo] [Po,
17 Fb,| [Fb,




2) Speculative Hash Table Lookup (SHTL)
e Reordering tasks composing multiple hash table lookups
of one packet

e Speculatively search pointers to entries of all the tables
e Address to Fel is early computed
e Put computations of CS, PIT just after finding the pointer

e Fel: hidden by computations of CS and PIT

[Hash ] Hash, @@@@L}E&}

Cb, v Fe1
Pb, be /\ /’\
Fb, Fby| / e \\

| v ¥ NN
[HaShl] \HaShz][Cp]] [Ppllel [Csl] [PIT]][FIBl]
cb,| [Cby Fe,]©) hidden




Forwarding Speed

e Pre-Hash and SHTL hide DRAM access latency of data
fetches

e 43.48 MPPS (about 36 Gbps) packet forwarding on a
single computer

e Xeon E5-2699 v4 (2.20GHz*22 CPU cores), 8*16 G bytes DRAM,
2*40 G Ether

= 1600 ' T=12% | :

.GM) —10%
2 1200 N 1
S 800} :
2

S 400 | :
O

0 Naive  Bucket Pre-Hash Pre-Hash+SHTL

19 CPU cycles for processing one packet (Single-Threaded) 19




How NIC Dispatches Incoming Packets to CPU Cores

NIC CPU
e Random dispatching: NIC randomly% ,,,,, t Core #1_}
‘ }

chooses CPU cores

e Mutual exclusion
degrades
forwarding speed

cause load imbalance
e Interest packets are

not equally dispatched,

whereas Data packets
are equally assigned

20

Core #2

e
LA

Lad
-

Forwarding speed
[million packets/s)
Lh

=

w.n"clb mutual Exclﬁsicm —e—
wi mutual exclusi —_—t
-409%90

0 5 10

15

MNumber of running cores

e Shardinglt3l: Heavy hitters (Highly popular objects)

20

1x107 '
Interest:
I Data [
s g Nnnnnnononana .
2 5x107| e
—
6 11 16 22




Design Rational of Equal Load Balancing [2]

e Equal Dispatching

e Radom dispatching of Interest packets of highly popular objects:
CPU cores are randomly selected

e Shading of the other Interest packets and Data packets

e Interest and Data packets
of unpopular objects are
dispatched to the same

CPU cores:. No need of
mutual exclusion of PIT
entries

1x10°F

— o

3 8
& 5x107|
=

-

0

T

1

6

11 16 22
Thread 1D

e Avoiding mutual exclusion for highly popular objects

e Most Interest packets of highly popular objects hit the
corresponding Data packets in the CS, thus PIT is not accessed

e The remaining issue is mutual exclusion of CS entries for highly

popular objects

21
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Algorithms of NIC and PIT

...............................................................................................................................................................................................................

e Packet dispatching: NIC
B /2 |Packet

Highly
popular
name?

Yes

Sharding-based

dispatching

Random
dispatching

Highly
popular
name?

Yes

No

Setting L

Sharding-based

dispatching

bit to 1

e Fine-grained pessimistic locking: PIT

e CAS instruction (for mutual exclusion) is rarely issued
because most Interest packets

of highly popular
do not access the
PIT

Interest . /b

[ Thread #1 }

_ICE

\\
\\
N

[ Thread #2 } ------ 5

A binary lock
variable
Name Lock Faces
/a 1 #1
/b 0
/c 0
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Algorithm of CS: FIFO Queue with Optimistic
Locking [13]

...............................................................................................................................................................................................................

e Setup
e CS: Look up table and FIFO queues
e \Version variables are prepared for entries of the look up table

e Optimistic locking provides mutual exclusion for Data
packet replacement

e When a Data packet is received,

e If the version variable is an odd value, the CPU core writes the
CS entry to insert or to evict a Data packet

e If the version variable is an even value, the CPU core does not
access the CS entry, then retries reading the version variable



Evaluation by Simulation

e Conditions: 22 CPU cores, CS hit rate 0.35

e Proposed dispatching method achieves equal load
balancing of CPU cores

e Packet loss rates of CPU cores are similar even if
the router is lightly overloaded

0.03 . _
S m g [
o 3x107°%00 . posal mmm—
p= ideal OO
H -
2 3x107°f |
o
5 24 )
213x10° i
3
3x1077
>4

1 6 11 16 22
Thread 1D



Summary of Software NDN routers

...............................................................................................................................................................................................................

e Most research issues are solved for 100 Gbps packet
forwarding, in the case of large Data packets (1-8K
bytes)

e Full-fledged Implementation [11]

e |everaging state-of-art techniques
DPDK: multi-threading, ring-buffer, bypass kernel
2-stage LPM [2]
FIB replication on NUMA sockets
e Open source
e Cefore : NICT https://cefore.net/

e NFD (NDN Forwarding Demon) : UCLA https://named-
data.net/doc/NFD/current/

e CICN: .io https://wiki.fd.io/view/Cicn
e CCN-lite: https://github.com/cn-uofbasel/ccn-lite

25



...............................................................................................................................................................................................................

TOWARD 10 TBPS
FORWARDING: HARDWARE
NDN ROUTERS
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Toward 10 Tbps NDN Packet Forwarding

...............................................................................................................................................................................................................

e Research for toward 10 Tbhps NDN packet forwarding is
still in the early stage

e Approaches for hardware NDN routers

e Naive backplane switch and interface cards
e Caesar [13]: One of the first hardware routers

e P4 programmable switch
e Programmable ASIC and interfaces

e NDN.p4 [16]: A prototype NDN implementation on P4
programmable switches

e P4 programmable switch and a few servers

e On going at Osaka University
Learned index-base FIB as a candidate for high speed LPM

e High speed per-packet caching is not addressed, so
far
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Caesar (191 : One of the first hardware routers

e FIB is separated to line cards (LCs) so that FIB is stored
at SRAM devices of them

e Simple Sharding: LC; records prefixes of which hash
value of the first name component is i (hash routing
according to the first component)

e But, LC of the FIB entry is not always the outgoing face
e Packets traverse the backplane sv#Ch twice

(1)

(D) <

(A)

Cited from [14]
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NDN Router on P4 Programmable Switch Is Iin
The Early State

e NDN.p4 [16]l:Prototype on BMv2
e Do not support large numbers of FIB and PIT enries

Cited from [15]



How to Store a Large number of FIB Entries

e Compact FIB Data Structures which can be stored at
TCAM and SRAM Devices of P4 ASIC

e Multi-bit Trie:

e The look up depth is larger than the number of stages of a single pipe
line

e Learned Index [17]
e Float point calculations are required
e Offloading FIB to another device
e DRAM device at the controller

_ Switch ASIC Servers
e DRAM device at a server S

Pipeline CPU

DRAM

FIB

=) Pipeline
L
L PIT )




LPM Using Learned Index [17]

e Learned index:Learning key-position relationships using
machine learning (e.g., neural network)

e FIB based on learned index (learned FIB) for IP LPM

e Sort IP prefixes in ascending order and store them in an array

e Learn the relation between each IP prefix and its position with a
neural network

e Predict the position of the destination IP address of an ingress

packet with the neural network
e Search for the longest matching prefix around the predicted

position

Ingress packet

Destination

IP Address
133.1.6.1

31

Learned
Index

Search for the longest
matching prefix

— |

redict the position

FIB
Position IP prefix Next Hop
20 133.1.0.0 /16 A
21 133.1.2.0/23 B
22 133.1.5.0 /24 C
23 D

133.1.16.0 /20
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Computation Time and Memory Size

e Computation time: The number of CPU cycles required
to find the next hop for one IP address
e LC-Trie FIB: 112 CPU cycles
e Learned FIB: 115 CPU cycles

e Memory size

e LC-Trie FIB: 2.504 Mbytes
e vertices: 534,093 (32 bits/vertices)

e Dits for the skip bit validation: 6,772 bytes
LC-Trie FIB must maintain a bit sequence for validating skipped bits

e next-hop information: 360,879 bytes

e Learned FIB: 1.173 Mbytes
e Keys in FIB entries: 229,454 (4 byte/entry)
e weights in model: 6,400 (4 byte/weight)
e next-hop information: 360,879 bytes
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Summary

...............................................................................................................................................................................................................

e 100 Gbps NDN packet forwarding is almost solved
e High speed LPM for name prefixes
e Sharding based on front end cache

e Remaining issues for toward 10 Thps NDN packet
forwarding

e Approaches of hardware routers
e Research direction for accommodating large FIB
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